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Incidents/Articles of Note:

1 Dead After Shooting in Hospital in Richmond, Virginia; Alleged Shooter in
Custody
What Is FAACT, Virginia’s Now-Mandated Opioid Data-Sharing Tool
Uniontown Man Arrested After Threatening to Shoot Up West Virginia Hospital
Long Wait Times for Virginia’s Mental Hospitals
Illinois Hospital Forced Into EHR Downtime After Cyberattack
Microsoft, Cybersecurity Firms Disrupt Ransomware Groups Targeting
Healthcare
5 Plead Guilty in Florida Fraudulent Nursing Diploma Scheme
Implementing a Zero Trust Architecture For Medical Device Security
Apria Healthcare Discloses Major Data Breach Impacting 1.8M Users
How One Hospital Uses AI to Minimize Risk From Cyberattacks 
5 Ways Tech Can Help Patients Feel Safer in Your Healthcare Facility
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https://abcnews.go.com/US/1-dead-after-shooting-hospital-richmond-virginia-alleged/story?id=99218610
https://technical.ly/civic-news/faact-virginia-opioid-data-sharing-tool/
https://www.cbsnews.com/pittsburgh/news/uniontown-man-arrested-after-threatening-to-shoot-up-west-virginia-hospital/
https://www.wric.com/news/virginia-news/long-wait-times-for-virginias-mental-hospitals/
https://www.scmagazine.com/news/ransomware/illinois-hospital-forced-health-records-downtime-cyberattack?external_id=VrspQ3oBE_YuJNSQCJgk&external_id_source=mrkto&mkt_tok=MTg4LVVOWi02NjAAAAGLDru-zlupbjsNt7Z9p8xw-6cvbQruZQr2Zf8xlWLxUbn9MYAYTNFDgVbhsc2rYRZmefqn63fXqt2Hgufp3CJPrQSko3fRnv2v3FAbUfkN4A
https://www.campussafetymagazine.com/news/microsoft-cybersecurity-firms-disrupt-ransomware-groups-targeting-healthcare/
https://www.campussafetymagazine.com/news/fraudulent-nursing-diploma-scheme-leads-to-federal-charges-against-25-defendants/
https://healthitsecurity.com/news/implementing-a-zero-trust-architecture-for-medical-device-security
https://www.hackread.com/apria-healthcare-major-data-breach/
https://www.csoonline.com/article/3696231/how-northfield-hospital-uses-ai-to-minimize-risk-from-cyberattacks.html#tk.rss_all
https://www.campussafetymagazine.com/hospital/5-ways-tech-can-help-patients-feel-safer-in-your-healthcare-facility/
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Article | HealthCare IT

Secure Your Hospital’s 
Future: The Critical Need for 
Robust Telemedicine 
Security
Despite warnings over the past decade, 
many healthcare systems have only 
recently begun to address the security 
risks of medical devices. Subsequently, 
a new threat emerges: older 
telemedicine solutions that have often 
been exempt from broader security 
standards. With the rise of inpatient 
telemedicine in response to COVID, 
these systems are becoming more 
visible targets.

View Article

Resource | HHS Cybersecurity

Insider Threats in Healthcare
An insider threat in the Healthcare and 
Public Health (HPH) Sector is potentially 
a person within a healthcare 
organization, or a contractor, who has 
access to assets or inside information 
concerning the organization's security 
practices, data, and computer systems. 
The person could use this information in 
a way that negatively impacts the 
organization.

View Resource

- Tools and Resources -

https://www.healthcareittoday.com/2023/05/12/secure-your-hospitals-future-the-critical-need-for-robust-telemedicine-security/
https://www.hhs.gov/sites/default/files/insider-threats-in-healthcare.pdf
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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